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Blockchain is not just about money
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" 5 sweeping Vista of opportunity to
reimagine how the financial system
can and should work in the Internet
era and a catalyst to reshape that
system in ways that are more povverfu\
for individuals and businesses alike”
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Technology has always aftected how we do business

Industry 3.0

Industry 1.0 Industry 2.0

@ Industry 4.0

Mechanization Mass Production Automation Connectivity



Business is built on trust

There is massive opportunity to improve
shared business processes:

$280B in banking industry fines
since 2009

$21B cost of tax return fraud in the U.S.

48M illnesses from contaminated food
in the U.S. each year



Building trust outside of your organization is valuable

[he truth is there s a high
cost to a bad reputation.
DARA KHOSROWSHAHI, UBER

Qur reputation Is more
Important than the last
hundred million dollars.

RUPERT MURDOCH

And losing it can have serious
consequences:

T

25% decline

In U.S. peanut butter
sales following a 2009
salmonella outbreak

\/

T

34% loss

Of then-current
consumer confidence
following Note 7 recall

\/




Traditional methods of establishing trust across organizations
are inefficient

Intermediaries Manual verification
Increase cost and reduce is time-consuming
direct contact with and error-prone

consumers



Blockchain establishes a secure, shared source of truth

‘ Data is stored in a ledger—
a record of every transaction

)

‘ Fveryone in the network has an
individual, identical copy

&

The ledger can only be updated
by network consensus, and
information can't be altered or
deleted without the knowledge
of the whole network.
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Do [ need a Blockchain”

Answering a few guestions can determine if blockchain
IS appropriate

Is this a business Do multiple | Are there any Does the process
process that crosses parties manipulate /ntermed/ar/e{; that involve lo v a/c{e,
trust boundaries? the same data? control the single manual verification

source of the truth? steps?



"When you form a team,

why do you

try to form a

team? Becal

teamwork bui

se
ds trust,

and trust builds

speed.”

-Lt. Gen. Russel Honore, U.S. Army (ret)



Ronald Coase, Theory of Firm (1937)

Hierarchy (Institution)

Company A Company B
& e
) transaction )
internal costs mterna!l
\_/ transaction

transaction F
v costs

When the external transaction costs are higher than the internal transaction costs,
the company will grow. If the external transaction costs are lower than the internal
transaction costs the company will be downsized by outsourcing, for example.



There are commonalities across use cases

T

Asset transfer and Cross-organizational Multiparty
provenance workflow auditing

S® Microsoft



The types of assets vary across industries

*  Ensuring supply chain * Improving the process » Facilitating thousands of * Creating a system to

integrity e.g. sensitive for issuing bank hotel bookings on a track reward points

harmaceuticals daily basis :

P guarantees atly bast * Enabling system to span
* Managing movement * Creating ease of access + Coordinating between multiple partner

across a complex supply for guarantee many different booking organizations

chain iciari : :

! :enﬁ?aciges and systems * Reducing the risk of

* Preventing tampering PP * Mitigating discrepancies discrepancy

and counterfeit * Ensuring security of that lead to booking

sensitive documents errors

yt o Jo

BE 1 Asset transfer and Cross-organizational Multiparty
m= Microsoft provenance workflow auditing



Common use-cases share characteristics across industries

Manufacturing

Retail

&

Asset tracking

Real time auction
for supplier
contracts

Supply chain
transparency

Insurance

Loyalty tracking

Product
provenance
Logistics
management

Banking and
Capital Markets

Claims
Management

MBS/Property
Payments

Fraud detection

Automated
underwriting

Government

Bond Issuance
Trade Finance
Loan Syndication

Post Trade
Settlement

Cross Border
Payments

Derivatives Trading
KYC/AML

Health

i

Licensing and ID
Benefits distribution
Aid tracking

Military security

@)

Personalized
medicine

Records sharing

Compliance

g

Asset Transfer

7Y

Cross-Organizational Workflow

Jo

High Assurance Audit




Customers looking for similar set of outcomes

Reduce cost

Remove friction and
enable direct interaction
between parties

% Microsoft

2,
g

Mitigate risk

Reduce security threats from
fraud, hacking, and data
manipulation

Reimagine processes

Digitize processes beyond the four
walls of your own business to
reshape market dynamics



Types of Blockchain networks

Public

Person a

© "o

odgrove
nancial
Public ‘

blockchain
Person B
» @

Trustless Network
All transactions are visible
Example — Bitcoin

Private

Department
B

Bank A

Blockchain

Department
A

Location 4

Deployed to an Internal network
Access can be locked down or
permissioned

Example — Cross Organization
information sharing

Consortium

Woodgrove
Financial

Investment
consortium
[

Contoso
Bank

Northwind
Traders

Multiple organizations coming together
to form a trust network

Access can be locked down and
permissioned

Example — Trade Finance/B2B



Guarantees in RE Purchase

fEE

The need

The traditional bank guarantee process for large
purchase like real estate is laborious and slow. . B T & T
Physical documents can be lost or destroyed. B i ey T il R

T rrnll“'
rn ]
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Frts

The impact

A blockchain-enabled platform streamlines the
guarantee process and improves customer
satisfaction overall by enabling:
« Secure collaboration on digital documents
* Minimized need for in-person meetings S o B ;'; s
« A much shorter process overall =3 it L T G SN,
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Trade Finance

The need

The traditional process to assess creditworthiness
and issue credit to partner-sellers took several

weeks and involved many manual verification steps.

This process made it difficult for sellers to operate
effectively, which could have serious financial
Impacts.

The impact

Microsoft Treasury was able to digitize and
automate the credit assessment process, cut
approval time to just a few days, reduce
counterparty risk, enhance audit transparency, and
improve predictability of working capital.
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Shared data simplifies processes like issuing a letter of credit

Voo Amendment Negotiation ------------------ ; Tracks security to expiration date so

i Initial Contract ' S 1. Applicant agrees to 5.SBLC activated with
I nll\lléagoﬁc;r:i(r)er\‘c TR fcr;\geg;guf}tgumsetgmgnﬂgiEfyment trgr?sact Wit?l 3.Applicant bank expiration date;
vV Accept Terms and Provide - * pursues claim with Advising Bénk Beneficiary via SBLC issues SBLC transaction complete
O Issuing Bank Details | @ freeeeeeeeme inform Advising
(=)=

N ~ |:||:| Reviews SBLCfor  Bank in case of @ ES
: o= €--
S 4 D @ E | Treasury Customer w |
P . . . Processing; ici
. | | Applicant Beneficiary % defaul Issuer Beneficiary

Agrees to Buy

Requests A

i Validates and®Rpfroves Issuing Reviews :SBLC ‘ ‘ ‘ ‘ ‘
: Bank Sends

Again for Treasury

P Resend :

b SgsLeCn s f SBLC | Processing

N s 1 | 0 9

| Provides SBLC SN R ; o ‘ O {[}7$

T S SUtits — Sends SBLC | Yl‘j R Applicant Advisor

Lo Application $

N S It EEhRACt o Forwards - ,

Negotiation A d t . 2. Applicant submits 4.Beneficiary bank reviews

----------------- Amendment Negotiation -----% Issuer | _Amendments Advisor SBLC request to the and advises SBLC
ledger

Old process: 3-5 weeks New process with blockchain: 3-5 Days

“ By working with Bank of America Merrill Lynch on cloud-based blockchain technology, we aim to increase efficiency and reduce risk in our own treasury operations

— Amy Hood, chief financial officer at Microsoft



Maritime Insurance

The need

Marine insurance is one of the least efficient
categories of insurance. There are so many factors
that could go wrong, it can be difficulty to accurately
assess risk, so insurance is often managed through
a complex web of underwriters. Lack of visibility also
meant that it could take years to settle claims.

The impact

Using blockchain, insurers have real-time visibility
into a ship’s location and cargo condition, making it
much easier to accurately assess risk. This opened
up the potential for a new service line in maritime
iInsurance, and can reduce the claims settlement
process to just a few hours.

MAERSK
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Let'Simagine a food.contamination scenar
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Blockchain becomes a shared source of truth across parties




Supply Chain

The need

Improve product tracking and traceability of
products, and identify the potential costs, benefits
and issues for participants along the export supply
chain including manufacturer, transporter,
forwarding agent, port operator, shipping company,
importer and distributor.

The impact

Nestle has teamed up with Microsoft Digital to pilot
an loT-enabled solution that tracks the movement of
its famous and delicious Bacio Perugina chocolate
along the supply chain.

Q% \
Nestle



Shared data simplifies processes like supply chain management

o
ad] ¢ o
FOOD CONTRACT
PROCESSOR The package has to be @ Ca
maintained at ® ‘O—a
Temperature < 10° C CARRIER 2
Humldlty < 65% CARRIER 1
X/
.
o i
PRODUCER WAREHOUSE
®
SHARED LEDGER
@ Origin @ Warehouse @ Carrier 2
e 9°C 9°C
60% 64% 64%

Carrier 1 delivers milk to
Warehouse 1. The temperature
of the package is within
prescribed limits on arrival.

9 Milk producer supplies Milk to Food Processing
=/ Company

The package is still within
prescribed temperature limits
when Carrier 2 arrives to
retrieve it for delivery to Retall
Store.

The milk product is sealed in an 10T enabled
package for shipping

c@ The terms of shipping are registered using a smart
= contract on the Blockchain

11°C
AR 66%
® TT7 &5
RETAIL STORE
|
SMART
CONTRACT
UPDATED
@ Store
11°C
66%

The conditions of the contract have been violated.
Carrier 2 is liable for penalty as the temperature of
the package when it reached the retail store was
above the prescribed limit



Today, you can codity a workflow as a smart contract

Variable Items
% Rate
Payment Amount

SEE OTHER PAGES FUR ADDITIOMAL TERMS AND AGREEMENTS.
L3 HE
ANNUAL FINANCE CHARGE

PERCENTAGE RATE: The coliar amount the credt will | The
The cost of your creglt as a COSL Yo
yearky rabe.

21.533 o % 52,553 84

Static Items
Payment Date | Late Date | Term
Assets or Security | Amount Financed
Total Sale

YOUR PAYME
Number of Paymemnts: Amount of Pa .
One Payment of 5500.00 Blockchain
Cne Payment of

One Fayment of
47 S5158.53

One final payment

Payments & Fees Recorded in Ledger

SECURITY: You are giving a security interest
any payment is more than 10 days late you

PRE-PAYTAEMNT: If you pay earky, you may be
contract for any additional imformation abo
the scheduled date and prepa :

Date Payment Late Fee
12/1/16 $500.00 $0
1/1/17 $500.00 $0

=/

N




What we have done:

Nestlé Italiana implemented with Microsoft a POC on the Baci Perugina Export flow

“Order” “Shipment”
SmartContract SmartContract”
=

; 5 ;
Pp— Logatcs (Nest
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POC Principles

First movers, pioneer mindset
Platform openness, scalability and interoperability
Involving people from different segment of the value chain (cross functional)

Tactical approach (hands on a piece of the process)

Exploring with partners, starting engaging (Maersk) and evaluating the
standards (GS1)

©O00O0O0

© 2018 Microsoft Corporation and Nestlé Italy. All rights reserved. Do not disclose, even partially, without permission



POC Value

Multiple, well defined scenarios

Multiple years of Blockchain experience

Operations and support processes well defined

Seeking early access and technical guidance for platform features

Target scenario well defined
Some Blockchain experience
Operations and support processes may be defined

@ N eSt | é Ita | ia na m atu rity a n d Seeking help with a Production Pilot

Potential scenario(s) identified

a Wa re n es S i n C rea S e d Limited Blockchain experience

Operations and support processes not defined
Seeking help with a Minimal Viable Product (MVP) POC

Scenarios not identified

No Blockchain experience

Operations and support processes not defined
Seeking education and strategy for business and IT

Agile process, tight schedule,
respected

Two-fold journey: strategic
to build ecosystem in

ot ©

- el \
advance, tactical to prove e ot A\

=

value .

- —WASTE ’

)
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What is Azure
puilding?



Blockchain wasn't built for enterprise

Ledgers designed for
public networks

Lack the performance,
confidentiality, and governance
capabilities needed for
commercial use

S® Microsoft

Smart contracts demand
bespoke development

and new skills
Not designed to leverage existing
enterprise tools and skill sets

Integration is difficult
and costly

Connecting to existing IT
architecture requires significant
investment



So Microsoft focused on addressing developer challenges

We've heard
developers say:

We have a workflow we
want to model on
blockchain, but it would
take us months of
development time and
hundreds of
thousands of dollars
to create a PoC

Our company is unsure
of which vendors will

It's difficult to connect

to our existing IT

infrastructure, and our
blockchain application

sits on an island

be around for the
long haul, what
products they have, and
how they will support
our strategic direction

Microsoft

I'm spending all of my
time scaffolding

together an

infrastructure, not
writing smart contracts

Blockchain isn’t an
option for us, because
we would have to put
sensitive data on an
unsecure platform




[t's hard to bridge the gap and deploy blockchain in your
business

Existing SaaS tools Client apps & devices

J!l n in S5V 1 Adobe -|:|=- D &%

L2 LT

Enterprise ledgers

C @Chan |7

ethereum HYPERLEDGER Quorum

% Microsoft



Because building an end-to-end blockchain app is a huge
undertaking

Link identities Integrate with Configure
to federated existing consortium
systems business apps network

Manually i
Ingest Write business Synchronize

messages and deploy logic data with off-
events ledger J chain DB

Extend
capabilities

Orchestrate Customize Store smart

API
management

Build web

signing, hashing integrations WEYET R G client contract

and routing reference data



S0 we've taken steps to create a platform that woulo
tackle those challenges

Populated Integrated Built a
preconfigured relevant cloud simple
networks services interface

% Microsoft



We started by populating modular preconfigured
templates and infrastructure

Ce

Ledger and topology choice

AN
Q &2
HYPERLEDGER

ethereum

(@) Chain :IJ

Quorum

% Microsoft

Choose the ledger that meets
your needs

Deploy on flexible
topologies (dev test, single-
node, or multi-node) so you
can expand when you're ready



Now, we've built a simple interface for deploying these
services and authoring smart contracts

Horizontal SaaS & adapters

( ® P
ethereum HYPERLEDGER

Client apps & devices

(@) Chain

0 ™

% Microsoft

Azure Blockchain Workbench




Azure Blockchain Workbench offers significant benefits
to developers

g =r @

Simplify Accelerate Innovate
development time to value with confidence

S® Microsoft



S0 you can focus your time on adding value for your
business

Extend

Write business

logic capabilities

Customize
integrations




a5 Microsoft

Blog > Announcemen ts

Announcing the Coco Framework for

enterprise blockchain networks
Posted on August 10, 2017 o o @

o Mark Russinovich, CTO, Microsoft Azure

\

The Coco Framework

Powered by @ Microsoft



Thank you



